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Challenges

• Lots of Rules
– Common Rule, FDA Regulations (Human Subjects, 

Informed Consent)
– FDA Regulations (Data Integrity/Security)
– HIPAA (Privacy, Security) … GINA … HITECH
– State Laws and Regulations
– Sponsor Policies (e.g., NIH)
– Institutional Policies

• Rules often are vague or complex internally and 
inconsistent with one another

• This leads to inconsistent interpretation, particularly 
problematic in multi-site research



Opportunity: Standardization

ALL of the follow ing:
- no IP value
- low sensitivity data
- no IRB restrictions
- no sponsor restr ictions

ANY of the follow ing:
- moderate IP value
- moderate sensitivity data (e.g., LDS)
- lim ited institutional or IRB policy restr ictions
- moderate sponsor restr ictions

ANY of the follow ing:
- high IP value
- high sensitivity data (e.g., PHI)
- significant IRB /consent restr ictions
- major sponsor restr ictions

General Website Terms of Use Standardized Click -Through
Terms and Conditions

Standardized C lick-Through Terms and 
Conditions or Individually Negotiated
Bi-Lateral or Multi-Lateral Agreement

Data/Images/
Specimens

PrivacyConfidentiality //Security 
Considerations

(Legal/Regulatory)

Economic /Proprietary/IP Value
(Need for Protection from 

Institution or PI Perspective )

IRB/Institutional Restrictions 
(Human Subjects Considerations 

– Ethical)

Sponsor Restrictions
(Grant or Contract

Terms and Conditions)

None/Low

Medium

High

De-Identified/
Anonymized Data 

Set

Coded/Limited 
Data Set

Identifiable Data

Explicit Permission 
for Registry 
Participation

Policy Limitations

Explicit Consent 
Lim itations /
Restr ictions

No Restrictions

Delays or Other 
Moderate 

Restr ictions

Classified 
Research/Major 

Restr ictions

Exam ples : is the data subject to a restr ictive 
license ?  Is it related to an invention report 

you have or intend to file w ith your institution ?

D o federal or  state law  or your institution 's
policies prohibit or  restr ict disclosure ?

D o your Institution 's or  IR B 's policies or  the applicable
inform ed consent docum ents explicitly or  im plicitly restrict

or  perm it disclosure (e .g. , “no com m ercial use” )?

D o term s and conditions in any sponsored agreem ents
prohibit or  restr ict disclosure outside institution or to caGR ID ?



Privacy Considerations

• Do federal or state laws, or your institution’s 
privacy or confidentiality policies, restrict use 
or disclosure for research (research/IRB 
policies are addressed separately under 
“ethics”)?

• Questions/Issues
– Are data collected primarily for health care 

operations (e.g., disease management, quality 
improvement), rather than research?

– Are data to be shared completely de-identified (per 
HIPAA definition)?  Do they qualify as a “limited 
data set”? 

– Are the data otherwise identifiable (linkable) to 
individuals (e.g., SNP data where there is some 
reference dataset reasonably available to 
recipients)?

– Do state laws further restrict disclosure?
– Do institutional privacy/confidentiality policies further 

restrict disclosure?
– Are there any mandates to disclose 

(e.g., funding agencies, ICMJE, 
www.clinicaltrials.gov, BMT)

N

Y

N

Y

Significant privacy concerns.
Subject authorization and contractual 

restrictions are likely needed.

No privacy concerns unless state law 
or institutional policy is more 

restrictive than HIPAA.

DUA
needed.

Does the dataset 
exclude all PHI (is it 
completely de-ID’d)?

Does the dataset 
qualify as a limited 
dataset (“LDS”)?



Human Research Considerations

• Do the Common Rule, FDA regulations, or 
your institutional research or IRB policies 
restrict the proposed disclosure, or were the 
data collected under an informed consent 
document (or process) that would prohibit the 
disclosure? 

• Common Questions/Issues
– Is the project “human subjects research” or a 

“clinical investigation” under the Common Rule, 
FDA, or local institutional policies?  Is the data 
provider “engaged” in the research

– Is the research potentially eligible for an exemption 
from continuing IRB oversight; does it involve 
“secondary” use of data originally collected under 
consents that approved re-use or were silent or 
ambiguous?

– What were the circumstances of the original data 
collection (purpose, consent documents, etc.)?

– Are there any explicit restrictions on data sharing?
• Would disclosure be inconsistent with protocol or 

policies under which data originally were collected?
• Would disclosure be inconsistent with the original 

consent (or IRB-approved waiver of consent), or has 
consent been withdrawn?

Retrospective use of
data with no links; 

or data collected under 
ambiguous or silent

consents (vis. re-use)
IRB approval or exemption may be required 

depending on level of identification and 
nature of agreements among data providers 

and recipients.

Project-specific IRB 
approval required.

Prospective collection
or consent restrictions
apply to retrospective

dataset.

No IRB review/ oversight

No human subjects
or no engagement

per OHRP guidance

What human 
subjects 

restrictions apply?



Related Considerations

• Risk evaluation
– Regulatory, ethical, and institutional implications

• Nature of consent required
• Requirements for mitigation strategies
• Willingness to exchange data

– Understanding of risk is evolving (cf. TGEN)

• Security considerations impact risk evaluation for 
regulators, research institutions, and research participants
– Challenge: no consensus standards even within large 

organizations
– Solution: standards development: ARRA/HITECH may 

help



Moving Forward

• Stop thinking and working in silos
– Medical advances depend on research and evaluation activities 

that require access to data and specimens … we need to do a 
better job of explaining to the public that you don’t get one without 
the other

• Reduce unnecessary burdens
– Encourage standards development, even if standards may evolve 

over time
• Focus on what’s really important

– Transparency and accountability in research uses of data and 
specimens, rather than individual control over disposition

• Start somewhere … don’t get mired in the details
– It is possible to move forward both within organizations (Vanderbilt, 

Kaiser, etc.) and among them (TCGA, eMERGE, etc.)
http://tinyurl.com/BHC-Rational

http://tinyurl.com/BHC-Rational
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